Secure by Design (SbD)

Buyer: Defence Digital, Ministry of Defence

Description:

The Cyber Resilience Programme require a supplier to deliver the Secure by Design outcomes. The?SBD?
project will develop and implement a new?approach for?security?n Defence?by embedding?security?as a?
fundamental element of the system design?process.

The end state of SbD will be a Continual Assessment approach which will be developed and implemented to
replace the current accreditation process. SBD will develop the policy, process, tools, and guidance that can be
used by projects to better define their security understanding and develop and implement better security
solutions.??t isimportant to note that policy, process and tools will al be in support of the wider objective of
improving the security culture. That is, Secure by Design will change what MOD staff, collectively and
individually, perceive as acceptable and desirable behaviour, aligning with best practice in industry. This will
make knowledge sharing easier, as well as ensuring that security is commensurate with the Defence Tasks.
Whilst this activity will be focused on security, it islikely that this culture shift will also benefit MOD
procurement and project management more widely, as has already been evidenced by the Alpha activity.
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