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1.3.2

PROTECTION OF PERSONAL INFORMATION

The Service Provider shall ensure that its employees, representatives and officers,
comply with the provisions of the Protection of Personal Information Act, 2013
(“POPIA”) and all other applicable data protection laws and, without limitation to
the aforegoing, shall ensure the security and confidentiality of all Personal
Information processed by that Party is in accordance with POPIA and all other

applicable data protection laws.

The Service Provider must only process personal information of the Company and
third parties on behalf of the Company, with the Company’s knowledge or
authorisation, treat such information which comes to their knowledge as
confidential and must not disclose it unless required by law or in the course of the
proper performance of the Service Provider’s duties. The Service Provider must

comply with the responsible party’s obligations in clause section 19 of POPIA.

Where the Service Provider, its agents, subcontractors, officers, directors,
shareholders, representatives, or employees has/have access to any Personal
Information held by the Company for any reason in connection with this Agreement
or is/are supplied with or otherwise provided with Personal Information by the
Company or on behalf of the Company for any purpose, or are supplied with or
otherwise provided with Personal Information relating to the Services, the Service

Provider shall:

process such Personal Information only for purposes of performing its/their
obligations under this Agreement and shall not otherwise modify, amend or
alter the contents of such Personal Information or disclose or permit the
disclosure of such Personal Information to any third party, unless specifically
authorised to do so by the Company or as required by law or any regulatory
authority, and shall take all such steps as may be necessary to protect and

safeguard such Personal Information;

without prejudice to the generality of the foregoing, ensure that appropriate,
reasonable technical and organisational measures shall be taken by it/them to

prevent —

1.3.2.1 the unauthorised or unlawful processing of such Personal Information; and
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1.6

1.7

1.3.2.2 the accidental loss or destruction of, or damage to, such Personal

Information; and

1.3.2.3 promptly notify the Company when it becomes aware of any unauthorised,

unlawful or dishonest conduct or activities, or any breach of the terms of
this Agreement relating to Personal Information.

The Service Provider shall be liable for all claims, demands, actions, costs,
expenses (including but not limited to reasonable legal costs and disbursements),
fines, losses and damages arising from or incurred by reason of any wrongful
processing of any Personal Information by the Service Provider (including its
agents, subcontractors, officers, representatives or employees) for any breach of
its obligations or warranties in terms of clause Error! Reference source not

found.

Both Parties will comply with their obligations under POPIA in relation to personal
information for which they are the responsible party.

The Service Provider must notify the Company immediately where there are
reasonable grounds to believe that personal information has been accessed or
acquired by any unauthorised person (Data Breach) and must assist the
Company, at its own cost: a) with any investigation or notice to the Regulator or
data subjects that the Company may make in relation to a Data Breach; and b) in
responding to any directions by the Regulator to publicise the Data Breach,

including assisting the Company to make public announcements if required.

The Service Provider indemnifies the Company against any civil or criminal action
or administrative fine or other penalty or loss as a result of the Service Provider’s

breach of this clause.
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1.2.2
1.2.3

POPIA CONSENT

The Service Provider, by submitting its proposal/ quotation, consents to the use

of his/her personal information contained therein and confirms that:

The information is voluntarily supplied, without undue influence from any party;
and

The information is necessary for the purposes of the engagement with ATNS.

The tenderer acknowledges that he /she is aware of his/her right to:

Access the information at any reasonable time for the purposes of rectification
thereof;
Object to the processing of the information;

Lodge a compliant with the Information Regulator.



